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Both the United States Postal Inspection Service (USPIS),
3
 and the United States Postal Services (USPS) 

provide guidance on the security of mail operations.  In its guide to mail center security, the USPIS warns 

that: 

 

[M]ail centers are much more likely to experience problems caused by 

common crimes such as theft.  Security is vital to mail center operations 

large and small. 

 

Lack of security can result in theft of supplies, postage, mail, and any 

valuable information . . . contained in sensitive mail. 

 

To make your mail center secure and to reduce risks and losses, your company should have policies and 

procedures for the following:
 4
 

 

 Personnel security[;] 

 Access control[;] 

 Registered Mail
[TM] 

and high-value shipments[;] 

 Company funds[; and] 

 Postage meters. 

 

The USPIS also notes:   

 

The vulnerability [of the] workplace depends on a variety of factors, both 

internal and external. No individual or company is completely immune 

from attack. The security officer and top management should meet to 

evaluate the probability of or its personnel becoming targets for package 

bombs or bomb threats.  

 

In addition, the USPS provides the following guidance with respect to deterring mail center theft:
5
 

 

Measures to Deter Theft . . . . 

 

4. Ensure adequate supervision of mail center employees, who may have access to 

thousands of dollars worth of merchandise, remittances, and company credit cards[;] 

 

5. Control access to your mail center and handling areas.  Use of  sign-in/out sheets, card 

key access control systems, and photo identification badges are all effective security 

procedures.  Extend this control to all employees including cleaning and maintenance 

personnel[; and] 

 

                                                           
3
 “The mission of the U.S. Postal Inspection Service is to support and protect the U.S. Postal Service and its 

employees, infrastructure, and customers . . . .” Https://postalinspectors.uspis.gov/aboutus/mission.aspx (last visited 

Dec. 5, 2012). 
4
 See http://about.usps.com/publications/pub166.pdf (last visited Dec. 5, 2012). 

5
 Http://about.usps.com/publications/pub166.pdf (last visited Nov. 14, 2012). 

 

https://postalinspectors.uspis.gov/aboutus/mission.aspx
http://about.usps.com/publications/pub166.pdf
http://about.usps.com/publications/pub166.pdf
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6. Enforce limited access to mail center.  Only authorized employees should be allowed in 

the working areas of the mail center . . . . 

 

Mail Center Security Checklist . . . . 

 

 Ensure that mailroom location, furniture, and mail flow provide 

maximum security[;] 

 Install alarms and surveillance equipment[;] 

 Limit mailroom access to authorized personnel[;] . . . 

 Lock high-value items overnight[;] . . . 

 Do not leave mail in an unsecured area, and deliver outgoing mail 

directly to Postal Service custody[; and] . . . 

 Ensure that [a] supervisor can see all employees and work areas.   

 

Observations 

 

1. The OIG observed security deficiencies at the mailroom managed by DGS in 441 4th Street, 

N.W. that may:  1) significantly increase the risk of theft and compromise official and 

private correspondence and other information received and processed in this facility; and 2) 

compromise individual and building safety by allowing packages and envelopes that may be 

potentially dangerous to go unchecked.   

 

On November 6, 2012, during business hours, an OIG inspector opened an unsecured door near the main 

lobby of 441 4th Street, N.W., (Appendix 1) and walked into a hallway leading to the entrance of the 

building’s mailroom, which consists of a clear glass panel and a clear glass door (Appendix 2).  While 

looking into the room, the inspector did not see anyone behind the counter near the front of the room.  

The door lacked signage identifying the office as the mailroom.  In the hall in front of the glass panel was 

a large bag cart containing numerous small and large envelopes on which names and other information 

were visible to the inspector (Appendix 2).  The inspector, or anyone passing by, could read, tamper with, 

or take the information and mail (see Appendices 2 and 3).  A sign above the bag said “Mail Drop Bag.”  

The cart was on wheels and the inspector could have rolled it away easily.  The inspector opened the 

unlocked glass entrance door and walked into the mailroom’s reception area.  No employees appeared and 

the inspector observed two packages on the counter and two boxes marked “Outgoing Mail” (Appendix 

4).  An open door to the left of the counter led to a room in which mail is apparently sorted and other 

processing is completed (Appendix 5).  Like the reception area, there were no employees in this room.  

Just before the inspector left the area, an employee entered the mailroom through the main entrance and 

asked if the inspector needed assistance.  

 

Shortly after the visit, the inspector requested and received DGS’s mail route manifest.  The inspector 

visited 10 other locations where DGS provides mail services to a District government agency.
6
  At the 

locations observed, the inspector did not find any security issues like the ones identified at 441 4
th
 Street 

N.W.   

 

 

 

                                                           
6
 DGS provided the OIG with a manifest for its “uptown” and “downtown” mail routes.  The addresses listed on the 

manifests are buildings where DGS picks up and/or drops off mail for a District government agency.   
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2. The OIG also requested a copy of DGS’s mailroom policies and procedures.  These policies 

and procedures lacked information on mailroom security or safeguarding mail. 

 

The OIG also requested a copy of DGS’s mailroom policies and procedures.  DGS managers forwarded a 

two-page document titled “overview of the DGS Mailroom Services” that lacked specific information or 

protocols related to mailroom security or safeguarding mail.  According to this document, a memorandum 

of understanding (MOU) is required for outgoing mail metering services.  The OIG requested copies of 

DGS’s MOUs with District government agencies using metering services, but DGS could provide only 

one.  When asked if DGS provides mail services to District government agencies without an MOU, DGS 

managers replied “Yes.”
7
   However, DGS managers appeared to be uncertain about what District 

government agencies are on its mail routes.  For example, the OIG’s mail at 717 14th Street N.W., is 

handled and metered by DGS, but the OIG’s address was not listed on the mail route manifests provided 

to the inspector, and a DGS manager stated they “had no record” of an MOU with OIG.  Consequently, 

the manager consulted with DGS employees and learned that the OIG is an agency DGS services.  As a 

result, the DGS manager added the OIG to the mail route manifest.   

 

Conclusions 

  

The lack of security measures observed at the 441 4th Street, N.W. mailroom raises concerns that similar 

problems may exist in other District-government occupied buildings not observed by the OIG.  The 

entrances to the 441 4th Street N.W., mailroom were unlocked and accessible not only to building tenants, 

but also members of the public who have been permitted to enter the building.  In addition, a large 

amount of unsecured mail was in plain view and accessible to anyone passing by within the building.  

Finally, no employees were stationed in the unsecured mailroom for a time period long enough to prevent 

tampering or theft.  These deficiencies put the District at risk for tampering or theft of any sensitive, 

confidential, or personal information the mail might contain.  Such security lapses also may endanger 

employees and visitors to District government agencies if the mailroom is unattended and a potentially 

dangerous package arrives and is not checked or handled by an authorized person.  As the USPIS notes, 

no matter how large the mail center, basic security practices and a demonstrated interest in security can 

protect employees and the public and may deter potential criminal activity. 

 

The OIG also found that DGS’s mailroom policies and procedures lacked guidance about security.  
Because there is no set of comprehensive policies and procedures associated with mailroom security, 

employees may be adhering to varying levels of security protocols based upon unofficial practices.  It is 

also possible that neither official nor unofficial mailroom security protocols exist in some agencies.  

Additionally, it appears that DGS does not have MOUs with some District government agencies to which 

it provides mail services.  By providing mail services without an MOU, DGS and recipient agencies may 

fail to clearly define agency responsibilities, liability, cost, compliance, monitoring, and provisions for 

termination or modification.  In addition, the list of agencies on the DGS mail route manifest appears to 

be incomplete.  Consequently, mail services are being provided without either MOUs or the awareness of 

some DGS managers. 

 

 

 

                                                           
7
 When asked about the difference between mail services provided to an agency with an MOU compared to one 

without, DGS managers stated that agencies with an MOU have a “metering account,” while agencies without one 

only have their mail delivered by DGS. 



MAR 13-1-001 

January 18, 2013 

Page 5 of 13  

 

 

 

Recommendations 

 
The OIG recommends: 

 

1.  That the Director of the Department of General Services (D/DGS) act immediately to correct the 

most obvious security deficiencies at the 441 4th Street N.W., mailroom such as exposed and 

vulnerable mail and an unattended work area.  

 

2.  That the D/DGS coordinate with all agency heads and facility managers that it serves to conduct 

comprehensive security assessments of all mailrooms and mail operations within District 

government-occupied buildings. 

 

3. That, based on the security assessment results, the D/DGS implement permanent, comprehensive 

security measures and policies and procedures at the 441 4th Street, N.W. mailroom and all 

other District-government mailrooms, and for government mail activities, to ensure their security 

and safety.   

 

4. That the D/DGS ensure that it has a current MOU with all District government agencies to 

which it provides mail services. 

 

5. That the City Administrator direct all District agencies that do not use DGS’s mail services to 

ensure that mail operations focus on: (a) security and safety; and (b) are guided by formal 

policies and procedures to prevent the compromise of information on and in mail, loss, theft, 

tampering, and the introduction of dangerous packages into their buildings. 

 

Please provide your comments to this MAR by February 1, 2013.  Your response should include actions 

taken or planned, dates for completion of planned actions, and reasons for any disagreement with the 

concerns and recommendations presented.  Please distribute this MAR only to those who will be directly 

involved in preparing your response.  

 

Should you have any questions prior to preparing your response, please contact Gabrielle Aponte Henkel, 

Director of Planning and Inspections, at (202) 727-9527.   

 

Sincerely,  

 

 
 

CJW/gah 

 

cc: The Honorable Kenyan McDuffie, Chairperson, Committee on Government Operations, 

Council of the District of Columbia (via email)
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Appendix 1: Lobby door at 441 4th Street, N.W. leading to the mailroom 
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Appendix 2: Main entrance to the mailroom 
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Appendix 3: “Mail Drop Bag” [Redacted to protect personal privacy interests.] 
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Appendix 4: Inside the mailroom 
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Appendix 5: Open door leading to internal room within the mailroom 
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Attachment 6:     Envelope marked “Confidential.” (Observed on January 7, 2013.) 

 

 

 

 

 












