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Dear Chief Technology Officer Vemulapalli: 

 

This letter is to inform you that the Office of the Inspector General has completed the 

Cybersecurity Audit of the District Information Technology Systems (OIG No. 16-1-16TO) and 

provided you with a comprehensive report on September 29, 2017.  Due to the potential 

vulnerabilities identified in the report, the OIG elected to withhold the comprehensive report 

from public disclosure in accordance with D.C. Code § 2-534 (a)(10) (LEXIS current through 

October 3, 2017).  This letter is to provide you and District stakeholders with an overview of our 

audit and the subsequent action taken by the Office of the Chief Technology Officer (OCTO). 

 

Our audit objective was to determine whether current policies and procedures were in place to 

prevent, detect, and respond to external cybersecurity threats to District information technology 

systems.  D.C. Code § 1-1402 assigns responsibility over the District government's information 

technology and telecommunications (IT) systems, including the IT systems of independent 

agencies, to OCTO.  OIG audited and reported on the effectiveness of OCTO’s: cybersecurity 

management plan; regulations to manage IT systems; data center maintenance and oversight; 

standard operating procedures; enforcement of published cybersecurity policy directives; and 

cybersecurity risk prevention, detection, and response activities. 

 

We conducted our audit work in accordance with generally accepted government auditing 

standards.  Those standards require that we plan and perform the audit to obtain sufficient, 

appropriate evidence to provide a reasonable basis for our findings and conclusions based on our 

audit objectives.  We believe that the evidence obtained provides a reasonable basis for our 

findings and conclusions based on our audit objective. 

 

Overall, we found that OCTO is making progress to protect District IT systems, but actions are 

needed to further strengthen cybersecurity preparedness.  OCTO has adopted the National 

Institute of Standards and Technology (NIST) framework to guide how it identifies and manages 

cybersecurity risks. 

 

  

Archana Vemulapalli 

Chief Technology Officer 

Office of the Chief Technology Officer 

200 I Street, S.E., 5th Floor 

Washington, D.C.  20003 
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The Honorable Muriel Bowser, Mayor, District of Columbia, Attention:  Betsy 

Cavendish (via email) 

Mr. Rashad M. Young, City Administrator, District of Columbia (via email) 

Mr. Barry Kreiswirth, General Counsel, City Administrator, District of Columbia (via 

email) 

Mr. Kevin Donahue, Deputy City Administrator and Deputy Mayor for Public Safety 

and Justice, District of Columbia (via email) 

The Honorable Phil Mendelson, Chairman, Council of the District of Columbia (via 

email) 

The Honorable Brandon T. Todd, Chairperson, Committee on Government Operations, 

Council of the District of Columbia (via email) 

Mr. John Falcicchio, Chief of Staff, Executive Office of the Mayor (via email) 

Ms. LaToya Foster, Press Secretary, Office of Communications, Executive Office of the 

Mayor (via email) 

Ms. Jennifer Reed, Interim Director, Mayor’s Office of Budget and Finance (via email) 

Ms. Nyasha Smith, Secretary to the Council (via email) 

The Honorable Karl Racine, Attorney General for the District of Columbia (via email) 

Mr. Jeffrey DeWitt, Chief Financial Officer, Office of the Chief Financial Officer (via 

email) 

The Honorable Kathy Patterson, D.C. Auditor, Office of the D.C. Auditor,  

Attention:  Cathy Patten (via email) 

Mr. Jed Ross, Director and Chief Risk Officer, Office of Risk Management (via email) 

Mr. Gary Engel, Managing Director, FMA, GAO, (via email) 

 

 




